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https://digital.nhs.uk/about-nhs-digital/our-work/keeping-patient-data-safe/gdpr/gdpr-register
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-document-our-processing-activities/#how5

Phase 1: Record of Processing Activities

Full ROPA

1. Ns:uawIu / dnnus:avn

2. YAvoua
3. Insvdsavvoua (fields)
4. AnUanuru=vovvaya Usuiruveoua iinasnuivagvola

5. Wauu/ yuQus / ySulnsou

6. SnuBouianslunisinmiy

7. dnunifuveua / AdnIRuludousnu
8. anunu=JU (Workflow)

9. UNsauwvaualhunnanulu / Nguan / o9ANSdUrSaly

Further Resources: NHS Digital GDPR Register, UK ICO Template

10.

11.

12.

13.

14.

19.

16.
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MU avliTas dgo:lsung Tnsiduidas Ns:uounis ADUN

sUluuln (OiD)

Y

I91vauvoyadouunna (Data Subject) d1U1SnNVon
vosu vannlv voau velrhidunovoua Innsolu aguls
(N110)

s:g:z19a1N1sINuSnuvoyadouynna lla:38n1snane

Js:1eiu / Jrynnnineovodnuw.s.u.AUASauvoladou
Wlalate

uansnasnasdavnunsanniy
Point of Contact [UKU29JU

(Ing Privacy Team) Legal Basis voINsS:UdUJIUUU €)
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https://digital.nhs.uk/about-nhs-digital/our-work/keeping-patient-data-safe/gdpr/gdpr-register
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-document-our-processing-activities/#how5

Phase 1: Record of Processing Activities

@041 Full ROPA (1/2)

G/l ) Faculty of Medicine
&P%/ SirirajHospital

m> Mahidol University n

NS=UdWIU / dnnUs:avn

e

IANUs:=dndoslnu

2 |ymvoya VoyayUosnuraun:10uu
1. Bo Ine dunnu AUNKLINSD, UnsUS:318U, 180815 drysIi ANEUN IWF Nog
AljIdon g NI

3 |lasvdsauvoua (fields) ¥ L L L o,

* 2. U1sA1 UAN ghawnsnanmalnnstuanidu ivasins nog

3. 91NsIUovAU

4 |Arudnuruzvedvoya USunrutioya inadnuivedvoya  [IUUwesuNns:Au (scanned) ooulau website

5 |Wieviu/ WUQUR / wSuinsou HUQ8I0BS:IU8UUIuUDN JUI0BS:IU8U

6 [sneBogiianslunsivii [SmtinnIoss:ITou

7 |amunifutieya / Adaiuludouviu AodINUIDNANS, S:UUVaIWNYaISaUINA

8 |anuru=uau (Workflow) wJounsanvaya -> wyru1annnsad -> aun.uunnavs:uu

9 |Unnsduteyalfiunnanielu / neuen / auAnsdunseoll | Nunelu 1a=neuen

0 fniJ duliilas duo:Isting Tnsidutide ns:uounis Ao |dutioyalfithe IT 9anas, dvanAlkuskns, dunounud INoNSI9EOUNISITN

suUluuln (D)

21¢
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Phase 1: Record of Processing Activities

@041 Full ROPA (2/2)

G/l ) Faculty of Medicine
&P%/ SirirajHospital

m> Mahidol University n

11

I91vadVayadouunna (Data Subject) da1u1snvon
vosu vainlv voau volhduravoya Innsolu agls
(f)

wJouausninlvvayalawiu Application, website, IUUWOSU

Uoounolu ns=n1u 3 U a:znanu gvluisninunniang

& [ w [ — el (] [;J‘:
12 [s:gz10a1N1SINUSNUIVOUadouUUAAna a=38Nasn1ane | ., . e :
wJoud98 ns=n1y 15 U naznanu svluoninuaniang
. Us:iiu / Jryrnnineavaunuw.s.u.AuAsavloyadou 1. mngJogurvoauvoyaniln nSolu agnls?
Unna 2.  NIsSnundIudasnng
L 98V S:10gUS:IT8UURURAISaY Nsaun:zIlsuwUouln,
14 |uamsnasnasdavnunsannlv oy - ..
oSUQUAILISEY NISINUIDBS:IUsUWUo8UDN
15 |Point of Contact furuogvIU ACU......
16 |(In®g Privacy Team) Legal Basis VoINs:UudUIMUUU 9 [UIMS1 26 (5) (N) N1SIKUSNISAUdVNIWKnSoAIU&IAL N1SSNBINWINISIWNE
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Phase 1: Gap & Risk Assessment

Gap & Risk Assessment Desirable Goals

Current: PDPA
by 1 June 2021

/ amm
‘ Requirements / a=mm
- Checklist § ==

A\ Gaps = Unmet Needs

00 0000000000000 CEOOR®N | x oooooooooooooocoooo> UndESirabIeRiSkSA

T & T

Protection
M Privacy Legal / Ethical
e€asures Breach Misconduct

o X

Data Psychological /
Breach Physical Harm
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Phase 1: Policy v. Notice

Data Protection Policy = Data protection policies outline the basic contours of the measures an organization takes in the

processing and handling of personal data. Key matters the policy should address include: Scope, which explains both to
whom the internal policy applies and the type of processing activities it covers; Policy statement; Employee responsibilities;
Management responsibilities; Reporting incidents; Policy compliance.

(ulsurgnasAauasadvayadouunna dansunivunainsnigiuadAns)

Privacy Notice = A statement made to a data subject that describes how an organization collects, uses, retains and discloses

personal information. A privacy notice may be referred to as a privacy statement, a fair processing statement or, sometimes, a
privacy policy. Numerous global privacy and data protection laws require privacy notices.
(lond1siduvoyanisus:udawavaya AMUUIAST 23 danSundivrvodvoyadouunna)

Further Resources: International Association of Privacy Professionals (IAPP) https://iapp.org/resources/glossary
05/02/2021 CC BY-NC-SA 4.0 #



https://iapp.org/resources/glossary
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Phase 1: Policy & Documents

loune UK1dNa1ay
(Policy) ATU=A
s:1UguUNUR

S:HoWHKUouvIUN1gluAnU=Y
(System Procedure)

J8UNUn N19lurnuosgvruNgiunfu=y

(Work Instruction)

|ona1saluauu (Support Document) AU, lIluuWasu

05/02/2021 CC BY-NC-SA 4.0 |




Phase 1: Personal Data Protection Policy

Mahidol University

NIsUgUvayadouunna

Ussmauyivenasuvina

= v v '
L399 UIEJU'IEJﬂ’lif]uﬂﬁad'ﬂagaﬁ')UQﬂﬂa W.A. odom

NSzUdUNISYAINU SOUSIU Ty nSoldniwgvoyadouunna

A - o - <t . - ]
Tnguminerdeniinaiinisiiusauny nsld uaznisilawedayadiuyanaveiypains

nfinwr g3Uuinis uavyaaadu tensanfiuausiunie q veamingtds Jadumsauansi
v IngdsIzimuaulyuienisfuasesteyadiuyana (Personal Data Protection Policy) TW - =

asnadefungmuieindemiduasestayadiuyaea iwsldmsduiunurewmingrdoudina o n S = U O u n’] Sv 0 n O’] U 8 u U e U
WulveghaSeuses dinsfuasedayadiuyarastramnzauuaylinnsgu

2188 1U19MNAI W IUNIA9T e (@) uiansETlygRuviing1deniina w.A. bédo
° - v - Y d oA v o«
AnENTINMIUTEINIMIINgdening Tumiuseguain bo/odom WaTuh s AAIAN W.A. bdom

Ns:uoUNISIdnIWe aunsalouvayadouunna INUANASSSUAINSD

- e ° v v ) v W | !
asn15Uﬂmmwumuiuuwmsquﬂsawazgamuqnﬂah Msolul

|
——— — L]
v & [ ] [ ]
o 0. Tuemed] umunma nazldounads:inA
. 1
v ' (o < Y &4 o 9w @ O
“Jayadiuyana” wurenwdn Yeyanerfivyasateiliannsassydyanadula lid

nansmIovneden Femutdeyadiuyanaraayaains Unfinwr diuudnns wavgidhiannside I I I ns: Uoun’]sn’]\] ang"a\] I O’T\Ia\]veuaaau lJ'I n na

wailivmiateyavesdiaunnssulasianiz

v =3 v e a v ] - [ v v o
99 . N15tAUTIVIIN 19 'Vl58LUﬂLNU‘Ui)Hﬁﬂ’]UUﬁﬂa‘UBQUMW’JVIEJ']aEJ JrnaddannaaInu

wanMIAuATBItBYaduyARaRIT L+

() umaifivsausm 1§ visawedeyadiuynralagveudienguany darullsda @ n S - U O u n’] S.S-n U’] ﬂ O’] U U a O ﬂ ﬁUV 6\]" e u a aO u q n ﬂ a

wazamnsansavasule (Lawfulness, Fairness and Transparency)

(o) Wunsiiusivsn I wialiamedeyadiuyananisliveulnauasingusvasd

“w |
winendeniivun uwarlithlvldvsedameuenmileveulwauazinquszasdveanisiivsaus 19 n S - U O u n’] S U n U’] n h u’] ﬁ
]

v3aawedeyau (Purpose Limitation)

< I3 v & v ' ' o = v 1 de
(o) unstiusausm 1 viedawedoyadiuypeasnafivsws grdes wasyiisudu

muingusvasAvansiiusausay 19 viaamedayadiuyaaa (Data Minimization)

https://muit.mahidol.ac.th/announcement/MU-Data-Privacy_13112020.pdf 25/02/2021 CC BY-NC-SA 4.0



https://muit.mahidol.ac.th/announcement/MU-Data-Privacy_13112020.pdf

Phase 1: Personal Data Protection Policy

Faculty of Medicine Sirira) Hospital (Draft

s

-4
1. MnUsean

InefiAnunEANERSAENINEILNA JAngdusfing Smnlsznanateyadauyana e 1 ~ U - a <
sautemafivsouson N3l uaznadaume Wi aeFuniEnig fliniaun@de Wndnen yaains uaz m O m q S - \] n
yppad Wenssinumaiisiasunslisnmisnsumd nefne wazmiide 1eennis A
Tun183AYIT A U AN RS INE LG wAnendsuinaazi muaultLnanANAredingad
1JaAa (Personal Data Protection Policy) 1iiaanadasiuulanaumianenaauinadnfioansfuased > 2L
fiayadauyana uaznguanadnfmsfuAsesdingadiuyAna e lfinnseniunusesans: 2 n ﬂ "' 0’] n ﬂ ﬂ O’] U
wneiFnaniFETEnenLna ananandauiing hililetnaGaufes Insduasasiieyadoupnanting
wnzanuazlfung

2. AMANAAIN 3- VGU".’]U

nsAnATasiayadIuLAAA (Data Protection) W3an1sinmnanaitludiusavesiayadau
UAAR (Information Privacy) wietie nMsiszusansdiayadauyaraliiduliniumdnnis undyadRwic p—
nguma‘ﬁ'ﬁwumﬁ e‘famuﬁwﬁﬂmmmuﬁfmngumﬂ AaluaTTH uazAanAlsla (Lawfulness, Fair- 4 u S’] Ej a = I 6 U ﬂ
ness and Transparency) #anN3aNAnAdedRgLs=a9A (Purpose Limitation) uﬁﬂm?ﬁ%ﬂgﬂiﬁﬁﬂﬂﬁqm
winfian iy (Data Minimization) #anAugnHasrasiiayadiuAAa (Accuracy) MANMIALINHIBEN
A11in (Storage Limitation) MANN13INHIANMNYNFBIANYTAILAZNTINHIANMUAL (Integrity and Confi- — — —
dentiality) ¥anAMFUEATEL (Accountability) UAUANNITANATEAVEUBIA1DTRY A4 ARA (Data 4 1 n S : U O u n ’] S m ’] U UIU U ’] UV e\] U h" O n U ’] a U U H ﬂ a

% v 1 | ] | ]

Subject Rights) huiu Inemanniswmaniifieguuiugunisineanuiuailaendaaesdoya
(Security)

. . . o Y —
TayaduLAAR (Personal Data) vainada fayaniaaiuyanadarinliaunmaszysiayanaiils 4 2 n’] Hl I ﬂ HI 'S - I U U U U! l U m
| |

lidmepsairamtion %amuﬁﬁﬂuﬁmuuﬂﬂmmt’ﬁuu‘im? fdinsaun9ade nAnen yaains §an
Anpia uazfiizann wsbinuidaysrediunnmuineani:
(System Procedures — next slide)
danadIuLA AaaaUlia (Sensitive Personal Data) 113181814 %mg@muuﬂﬂ@‘?‘il,ﬂuémmuﬁq
Tneiufiuesypna Lwiﬁﬂmm:ﬁﬂmﬂ'ﬂmm:ziuLfﬁlmrﬂ'ﬂnwagnié”ﬂunqa‘L&"fﬂnﬂ;‘]ﬂ’ﬁﬂﬂN‘lﬁLﬂuﬁﬁu eN
Sihubesrniunsdasnaszinssfadufiy Wy dena U] ANAALTIIMINITLEI B AT

5. AJIUSUWABOU
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Phase 1: System Procedures
mapped to A-S-P-R

Data Formats

Data

1. Assess: Record of Processing Activities, Gap & Risk Assessment,

Data Protection Impact Assessment (DPIA), Vendor Assessment

2. Protect: Governance System Procedure, Privacy Notice, Consent for Personal Data Processing,

Data Processing Agreement, Cross-Border Data Transfer, De-identification & Anonymization, Privacy by Design
3. Sustain: Monitor & Audit, Training & Awareness with Assessment

4. Respond: Data Subject Request, Request of Personal Data, Complaint,

Data Protection Incident Management and Breach Notification

Further Resources: TDPG, IAPP Privacy Program Management Book, Nymity Privacy Management Accountability Framework,
Aj Nawanan & Aj Thanakrit’s lecture @ The Medical Council of Thailand on 21 Jan 2021

25/02/2021 CC BY-NC-5A 4.0



https://www.law.chula.ac.th/event/9705/
https://iapp.org/resources/article/privacy-program-management/
https://trustarc.com/privacy-management-accountability-framework
https://www.facebook.com/watch/live/?v=709557666595783&ref=watch_permalink
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Data Protection Govermance Structure

to be finalized in part
University Executives

i ...................................... University DPO
Faculty Executives | :
l Faculty DPO-like
Committee

Data Steering Committee

(Data Governance Council)

]

ANN.WI1STU1IS WY Working Committees

ANN.SwuUloue nazs:10oudnung
05/02/2021 CC BY-NC-SA 4.0 |




o ms @ o7 o, m  Yo— HosPimaL | ) | (PR g %m
Governance *- — p— Zm
Structure h_ﬂﬂ' T~ 16 | [N | | N | A | ...
Policy e =
Handbook, : : = = = BEEE
SOP, = ]
Standard, ﬁ - ==
Guide :
DPIA
Disclaimer:
Checklist - : Siriraj does not affiliate to nor
endorse these organizations,
e | 2 N2 . . . .
Notice = - except Mahidol University. Their
materials are available publicly.
Some links are listed at the end of
Consent
this presentation.
Other

25/02/2021 CC BY-NC-5A 4.0
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Privacy Project @ Sirira)

Phase 2 Implement

_ , Procedure,
Policy, Notice
u Manual
o
ﬁ‘%f«‘ - R AFRIT ’
;,@A‘:;tj’%‘ IMPLEMENT &, ILI
 1a Gaps & aes
Ricks Legal Forms Gov. Structure
RISKS

tnuloune nazs:108uUUm Tu Phase 1 uaJSuld wsuuans:uounasinuveyainin9itu, n1sid v nane, nasidaiwe &isio, N1sSVo
consent, N1sl§d@nSveou Data Subject, N1sénuinouUasnnie, N1sBny mikIUsla, nasnrfusssuriunaioya, NISAOUALATUNTIW
voya lurtioguiumny 9

25/02/2021 CC BY-NC-5A 4.0
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Privacy Project @ Sirira)

Phase 3 Protect & Respond

E

E

ASSESS BUILD
Gaps & Foundations .- E
GATHER -
DATA = J
SIUINUUNN
e H Record of PO"CY, Notice Prl\cl)lcedurle,
PURPOSES Processing N S
Activities ©
o IMPLEMENT &/ .L.
(RoPA) &N _ "X N
lllll X o Un Gaps &
DINIAIINY) ., Legal Forms Gov. Structure
Risks
(N18131 39)

PROTECT & RESPOND Operations

Uﬁaﬁ\nuﬁ:unse‘ma:guﬁa ANLUUNTIIANAIDNT HASIUND DEINADIUDN

aaduwuIwaAuasovdndavioyadouunna na:suijonunanssuy INANISNUAN ¢ [ne Privacy Team lla:AtuzNw1U

25/02/2021 CC BY-NC-5A 4.0
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Privacy Project @ Sirira)

Phase 4 Sustain: Monitor & Audit

ASSESS
Gaps &
Risks

—

o (3
,‘QLMPLEMENT
Ua Gaps &

/ Risks

@) sUSTAIN Monitor & Audit
NUILNUAT9°) DEINNABLUDY

SNUIINSTIU ARMIU Us:IUu
RAANIU MSOYEDU Us:ITu nssitiunasvavnuogdius o Tuacuz« TRIduluniu PDPA na:ngriueningaveou nazusudsanilv
nasANUWINUIRaUyYsn agusoItiov
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Privacy Project @ Sirira)

Training & Awareness

Clinical Research Education HR General

Executives, Chairs, Heads of Dept.

Staff

Students

Data Subjects (only awareness)

< 7 < 7 < 7 < 7 = —

Formats (presentation, article, infographics, poster, how-to, checklist, form, etc.)
25/02/2021 CC BY-NC-SA 4.0

Channels (meeting, website, internal communication platform, poster board, event, road tour, etc.)
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PDPA’

Responsibility

to be Operationally Compliant

NOT only by One Unit
NOT only by One Staff with Some Staff

(e.g. Executive / DPO / Privacy Expert) (e.g. Privacy Team)

One Enterprise by All Staff in All Units /

Communication & Alignment = Operational Compliance = Trustworthiness
...and 3rd Parties

05/02/2021 CC BY-NC-SA 4.0 +
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Privacy Project @ Sirira)

Overview

E

ﬁ

ASSESS BUILD
Gaps & Foundatlons .-
DATA BATHER Risks —
FIUTINLUNN
+ >—> Record of —} Policy, Notice Procedure,
: ‘ Manual
PURPOSES Processing R
ctivities o
eary MPLEMENT &/ ,_T_,
(RoPA) ‘., TY
ll'll e 1a Gaps &
PDIYNFITINY) Legal Forms Gov. Structure
Risks
(¥16151 39)
@) sUSTAIN Monitor & Audit
AUIBNIUAGY) BENNADLIDA .
PROTECT & RESPOND Operations ¢
; :l TRAINING & &$1¢ AWARENESS a£in46iaLilns ALEUNITANATDNY BASTUND DENNADLEDY

25/02/2021 CC BY-NC-5A 4.0
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Lessons Learmed

1. Communication & 2. Operational 3. Ambiguity of

Alignment Compliance PDPA

1. Governance Structure: What? Who? How?

2. Terminology Definition (e.g., Data Protection, Personal Data, Data Subject, DPQO,

Consent, etc. — see https://www.sl.mahidol.ac.th/data/pdpa/privacy-program/definitions)

3. Project Management (e.g., Kanban Board — see next slide)

05/02/2021 CC BY-NC-SA 4.0 *



https://www.si.mahidol.ac.th/data/pdpa/privacy-program/definitions
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Lessons Learmed

1. Communication & 2. Operational 3. Ambiguity of

Alignment Compliance PDPA

Kanban Board

Backlog Next Week This Week Pending Done .
. . = e |
Steering Commitee oo | (T
Working Commitee (et Wil
Manager -
| . -
Staff A | R
CRERE | (Wl
Staff B - e T *T e

25/02/2021 CC BY-NC-5A 4.0
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a
PDPA’

Lessons Learmed

1. Communication & 2. Operational 3. Ambiguity of

Alignment Compliance PDPA

Demand v. Supply of Resources

Privacy Team eased by Simple RoPA, Siriraj Units
Pilot & F
Demand ilot & Focus Group Supply
(e.g., RoPA) (e.g., Details in RoPA)
Supply Demand
(e.g., Training (e.g., Operational
eased by reusable
& Awareness) materials, websites, recording etc. Compliance)

05/02/2021 CC BY-NC-SA 4.0 #
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PDPA’

Lessons Learmed

1. Communication & 2. Operational 3. Ambiguity of

Alignment Compliance PDPA

soAfU:NSSUNIsAUAsSavVayadouynna Us:N1ANNMUIYAIAUSDY Ia:NTMUAUNYYRAIWUIRL INOAIIUEAIDU
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Data Protection One-Pager

Data Subject Types (examples) .
Data Protection/

Privacy Principles

A-P-S-I-D-A-L
Service/

Contract ) .
Operational Compliance
C-R-I-M &
+ DC DP DPO

Data Formats (examples)

Organizational

Communication & Alignment

Verbal

Operational Activities
C-U-D-S &
G-A-P-S-R

Unit of Analysis

.

Data (examples)

Verbal
eg. Employee Record eg. Visitor e.g. OPD Clinic,
(salary, leave) ID Card, Sign-in Sheet IPD Ward

Purpose

Accountablity,

R N\ Mahidol University

‘) Faculty of Medicine
D 4 Siriraj Hospital

Siriraj Informatics and Si
Data Innovation Center

Purpose Limitation,
Storage Limitation, Integrity & Confidentiality
Data Minimization, Accuracy, Lawfulness

1) Deliverables

Controls on Information
Rights of Data Subject
Information Life Cycle (protect)
Management (sustain & Respond)

,—) Collection j,

Storage/
Disposal Usage
| Disclosure/ E \

Transfer

1) Implementation Plan

Data Protection Officer
(Advice, Audit, Coordinate
with PDPC, Keep secrets)

2) Responsibilities
Data Controller - cyecutives
Data Processor - Privacy Program

%

rd . Manager
(3™ parties)
3% 1 St/2nd/3rd o O ° ° Data Controller (§niuuzayadiuyAna)
S arl as aid DHEE i &
Line of Defense SRE (s e oo
= aps oundations
- All Staff o 5 B = ‘a8
+ Record of  ==fp Policy, Notice Procedure,
PURPOSES Processin —— E n:l::jl
Activities Y 3
2ot 'MPLEMENT ‘4
> - Q & ILII 'IIII::‘:;!?')I!'I ;» ;imsf:m& Legal Forms Gov.-Sk.ru:ure
~ Steering Committee e
. :‘ROTECT‘ & RESPOND Operangns V
\% Worklng Comm | ttee ;‘j TRAINING & 7519 AWARENESS ptinasiniiing ANAUNIANATEY uaziuile aenatiin

2) Training & Awareness «—~

iapp

1) Data Processing Life Cyce  2) Privacy Program Operational “/*‘ e

of privacy professionals

Life Cycle

I—) Assess
h g

Respond Governance Protect

L Sustain €—

Lawful Basis for Processing Personal Data

Contract, Vital Interest, Public Task, Legtimate Interest,
Legal Obligation, Archive/Research/Statistics, Consent

Laws & Regulations

il

Security Measures
Confidentiality, Integrity, Availability

v1.0.0 last updated on 2021-02-24
OO cC BY-NC-SA 4.0




Recommended Resources
from Table in Slide #2

PDPA

Items for _ Interpretation & Privacy Project Privacy-Security
_ _ Law & Regulations S |
Consideration Guidelines (aka Privacy Program) Measures & Tools
Examples o Thai PDPA (https:// o TDPG (Thailand Data o Privacy Frameworks (IAPP e« TDPG
sites.google.com/view/ Protection Guideline) Privacy Program e 99 Privacy Breaches to
Resources o
pdpa-2019/pdpa-home, e (Guidelines form from the Management (Book 2019), Beware of (Book 2019)
https://pdpa.sidata.plus) UK & other countries (UK |JAPP member contents, e |APP An Introduction to
e comparable law e.g. GDPR, ICO, NHS Digital, UK IGA, NIST Privacy Framework, Privacy for Technology
HIPAA, HITECH US HHS) 1S027701) Professionals (Book 2020)
o Violation Lists (Privacy e (aldicott Principles e Website & Documents from e [APP Privacy Tech Vendor

Affairs, Enforcement
Tracker, HITECH Breach,

etc.)

- ———
——— A VA S .

Webinar recordings: Thai Medical Council, ACIOA (TG, EXIM) P —

University of Edinburgh, etc.) 8 99 PRIVACY
_ _ BREACHES
e https://si.mahidol.ac.th/ L el

PRIVACY PROGRAM
MANAGEMENT

Tk b1 Ve gy ooy W e Foa-ngavemn |
i TA -

institutions, esp. in the UK Report

(University of Cambridge, o HCISPP, etc.
Cambridge University Hospital,

data/pdpa

= Kevin Shepherdson

o -1
I | I 25/02/2021 CC BY-NC-5A 4.0



https://sites.google.com/view/pdpa-2019/pdpa-home
https://pdpa.sidata.plus
https://www.privacyaffairs.com/gdpr-fines/
https://www.enforcementtracker.com/
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://www.law.chula.ac.th/event/9705/
https://ico.org.uk
https://digital.nhs.uk/about-nhs-digital/our-work/keeping-patient-data-safe/gdpr
https://webarchive.nationalarchives.gov.uk/20200123052221/https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/information-governance-alliance-iga/general-data-protection-regulation-gdpr-guidance
https://www.hhs.gov/hipaa/index.html
https://www.ukcgc.uk/manual/principles
https://iapp.org/resources/article/privacy-program-management/
https://iapp.org/resources/
https://www.nist.gov/privacy-framework
https://www.information-compliance.admin.cam.ac.uk/data-protection
https://www.cuh.nhs.uk/patient-privacy/
https://www.ed.ac.uk/data-protection
https://si.mahidol.ac.th/data/pdpa
https://www.amazon.com/Privacy-Breaches-Beware-Protection-Experiences-ebook/dp/B07JZD5599
https://iapp.org/store/books/a191P000003nSa4QAE/
https://iapp.org/resources/article/privacy-tech-vendor-report/
https://www.facebook.com/thaimedcouncil/videos/
https://www.facebook.com/ACIOA

gu> Mahidol University n

D ‘| Faculty of Medicine +
“%307, ¥ Siriraj Hospital PDPA

Acknowledgement

e AUIAISAUINANAzUINNSSUVOYAFSS1E SiData+

(Data Governance Team)
o ARUzNUSNUYN
e AMU:NSSUNISVOA ATUZIWNYANENSASS1IBWEIUMA

o AfUzNIUSWUlEUIESSSUINUIA lazulsurgAuAsoIVayadou
UAAa ANUIIWNYANENSASS1IsWeUIa

'__

e JIUUSHISTIANISADIUIAEN ANUEIIWNYFAIEGNSASSIBWEIU1A

e MU28IUINAzUANIS ANUZIIWNEYFANENSASS1sWeaIUNAa

'—_

e HUDENIUMN ¢ lUATU=IWNIANENSASS1BWEIUA
05/02/2021 CC BY-NC-SA 4.0 +




. Siriraj Informatics and

- |
PDPA Data Innovation Center S
@ Siriraj

Privacy Project Implementation

Communication & Alignment — Operational Compliance = Trustworthiness

Governance, Assess, Protect, Sustain, Response (G-A-P-S-R)

More information on https://si.mahidol.ac.th/data/pdpa

Contact Siriraj Informatics and Data Innovation Center (SiData+) at 02 414 1368 or sidata@mahidol.ac.th



https://si.mahidol.ac.th/data/pdpa
mailto:sidata@mahidol.ac.th?subject=%E0%B8%AA%E0%B8%AD%E0%B8%9A%E0%B8%96%E0%B8%B2%E0%B8%A1%20PDPA%20%E0%B8%88%E0%B8%B2%E0%B8%81%E0%B8%9A%E0%B8%A3%E0%B8%A3%E0%B8%A2%E0%B8%B2%E0%B8%A2%E0%B9%81%E0%B8%9E%E0%B8%97%E0%B8%A2%E0%B8%AA%E0%B8%A0%E0%B8%B2
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UK NHS Confidentiality Code of Practice

1 Justify the purpose(s) for using confidential information Rinnwa dnnUs:avAnnsivoyanidunoiuau
2  Use confidential information only when it is necessary [Bioyanidunoiuauiidednduinidu
3 | Use the minimum necessary confidential information [BiayaniUunowauinininitu tAdesngn

4  Access to confidential information should be on a strict need-to-know  n1sivnfivVoyanidundIUaU AYDEUUWUFIUS

basis UnoW9NUuADIS (need-to-know) 986 NINTIUIORA
5 | Everyone with access to confidential information should be aware of wnnfuveyanidunouaunnAuidnoums:HuN
their responsibilities NJAIIUSULABOUVOINUIOY
6  Comply with the law N{ARDNADINIUNANKUNY

7 | The duty to share information for individual care is as important as the | runlun1siUniwevayadnSun1sSnuuAnauu
duty to protect patient confidentiality UnowINduininuntinniun1sSnunowauveridos

8  Inform patients and service users about how their confidential InvJosna:ysuusnisinnsauan dnslgveyavouwaniviogls

information is used

25/02/2021 CC BY-NC-5A 4.0
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Data Protection One-Pa

‘ Mahidol University
Faculty of Medicine
Siriraj Hospital
Data Group (examples) AcEoURDIRY; Boslmorsion Coer 5#
Data Protect|on/ Purpose Limitation,
il Privacy Principles Storage Limitation, Integrity & Confidentiality
o A-P-S--D-A-L Data Minimization, Accuracy, Lawfulness
° @ 1) Deliverables 2) Responsibilities 2@ D\atta Pro}e(zio;w Officer
- . (Advice, Audit, 1ate
Operational Compliance Controls on Information ~ Dat Controller - xccurives RS
C-R-I-M & Rights of Data Subject g?;ap::;:m i ’ D
+ DC DP DPO Information Life Cycle rotec 45

Management (sustain & Respond)

Organizational : _— Steering Committee
g 1) Im;.)I.ementatlon Plan & Woiking Gormmilise
Communication & Alignment 2) Training & Awareness <«

Data Format (examples)

Lawful Basis for Processing Personal Data
Contract, Vital Interest, Public Task, Legtimate Interest,
Purpose Legal Obligation, Archive/Research/Statistics, Consent

Physical Verbal 1) Data Processing Life Cyle  2) Privacy Program Operational
. 9. sp.a:e ” Life Cycle
Operational Activities — Couect-onT [—> Assess —\1,
C-U-D-S & Storage/ U R d
Disposal sage espond Governance Protect
G-A-P-S-R
Disclosure/ 5
= L Transfer Sustain e_l
Data Subject (examples) Unit of Analysis

Laws & Regulations

- = |

4

Verbal Digital Physical Security Measures
Confidentiality, Integrity, Availability
eg. OPD Clinic, eg. Employee Record eg. Visitor
1PD Ward (salary, leave) ID Card, Sign-i v0.6.10 last updated on 2020-02-14
B CC BY-NC-SA 4.0
/'
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